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Abstract

Replication of information among multiple Web servers
is necessary to support high request rates to popular Web
sites. A clustered Web-server organization is preferable
to multiple independent mirrored-servers because it main-
tains a single interface to the users and has the poten-
tial to be more scalable, fault-tolerant and better load bal-
anced. In this paper we propose a Web cluster architec-
ture in which the DomainNameSystemserver (DNS), that
dispatches the user requests among the servers through the
URL-nameto I P-address mapping mechanism, isintegrated
with a redirection request mechanism based on the HTTP
protocol. This should alleviate the side effect of caching the
| P-address mapping at inter mediate name servers. \We com-
pare many alternative mechanisms, including synchronous
vs asynchronous activation, and centralized vs distributed
decision on redirection. Moreover, we analyze reassign-
ment of entire domains or individual client requests, differ-
ent types of status information, and different server selec-
tion policies for redirecting requests. Our results show that
the combination of centralized and distributed dispatching
policies allows the Web-server cluster to handle the high
load skews in the WMAW environment.

1. Introduction

A commonapproachadoptedby popularWeb sitesto
handlemillions of accesseperdayis to presere onevir-
tual URL interfaceandusea distributedsener architecture
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which is hiddenfrom the user This systemprovidesscal-
ability andtranspareny, but requiressomeinternalmech-
anismthat dynamicallyassignsclient requestgo the Web
sener that can offer the bestservice[5, 8]. The assign-
ment decisioncan be taken at the IP level throughsome
addresgaclet rewriting mechanisni8, 11], or at the Do-

main Name System (DNS) level throughthe mapping of

the URL-nameto the IP-addresof one of the senersin

the cluster[1, 4, 5]. Both choiceshave somedravbacks.
The IP-dispatchetbasedsystemshave full control on the
incomingrequestshut they canbe appliedonly to locally

clusteredVeb seners. (The exceptionis the Network Dis-

patcherapproachwhich cansupportmultiple Network Dis-

patcherd11].) Moreover, the taskof rewriting all paclets
can causethe IP-dispatchetto becomea bottleneckwhen
the systemis subjectto heary requestioad. The DNS-

dispatchebasecdlustersdo not presentisks of bottleneck,
and can easily scalefrom locally to geographicallydis-

tributedWeb-serersystemsThemainproblemof schedul-
ing throughthe DNSis dueto the IP-addressachingmech-
anismthatlets the DNS control only a very small fraction
of the userrequests.Thelimited controlandthe high non-
uniformity of theloadfrom differentclientdomainsrequire
sophisticateddNS schedulingpoliciesto avoid Web sener
overload[5, 6].

In this paperwewill focusonanalternatve architecture
thatintegrateghe DNS dispatchingnechanisnwith aredi-
rection techniquecarriedout by the Web seners through
the redirectionmechanismprovided by HTTP [9]. Such
redirectionis transparento the usersthat at most per
ceive a small increasein the responseime. Unlike the
IP-dispatchebasedsolutions,the HTTP redirectiondoes
notrequirethe modificationof theIP-addressf the paclets
reachingor leaving the Web-serer cluster We proposeand
evaluatea large setof alternatve redirectionschemesWe
demonstratéhat the DNS-dispatchecombinedwith suit-
ableredirectiormechanismgrovidesexcellentloadcontrol
thatminimizesseneroverload.

The paperis organizedasfollows. Section2 discusses



the systemmodelandthe designspacefor the redirection
schemesSection3 and4 presentsariouspoliciesin which

redirectiondecisionsare periodicallytaken by the DNS or

asynchronoushactivatedby the Web seners,respectiely.

Section5 presentghe experimentalresultsand Section6

analyzegelatedwork. Section7 concludeghe paperwith

somefinal remarks.

2. System model and alternative redirection
schemes

TheusersaccessheWWW serviceghroughsomeclient
application.Typically, theclientshave a (setof) localname
sener(s) and are connectedo the network throughlocal
gatevays. We will refer to the network sub-domainbe-
hind thesdocal gatavaysasdomain. The Web-serer clus-
ter usesone URL-nameto provide a single interface for
viewers. The systemconsistsof homogeneouslistributed
senersthat managethe sameset of Web documentsand
a(primary) DNS thattranslategshe URL-nameinto the IP-
addresof one of the senersin the cluster Throughthis
mechanismthe DNS candispatchthe requestaamongthe
senersbasedon someoptimizationcriterion. Besidesthe
non-uniformdistribution of client requestsamongthe do-
mains, the main DNS problemis that IP-addresscaching
atlocal andintermediatenamesenerslimits the control of
theDNSto asmallfractionof therequestseachingheWeb
cluster Thatis to say duringthetime to live (TTL) period
for cachingthe IP-addressmappingat intermediatename
seners, burstsof requestanarrive from a domainto the
samesener, therebycausindhighloadskews([7], especially
if thedomainhasalarge numberof clients.

To solve these problems, we integrate the DNS-
dispatchemwith someredirectiontechniquesarriedout by
the Web senersthroughthe HTTP protocol. Variousalter
nativesare possible. We analyzethosethatarefully com-
patiblewith existing Web standardsnd protocols. In par
ticular, the DNS andWeb senersof theclusteraretheonly
entitiesherethatcollectandexchangdoadinformation.

A summaryof the major factorsof the designspaceof
the redirectionschemesanalyzedin this paperis givenin
Tablel. Thefirst groupof factorsis on activatingthe redi-
rectionprocessincludingtheactivation trigger mechanism
(synchronous's asynchronoush which aredirectiondeci-
sionprocesss activated,andtheactivation decision process
(centralizedvs distributed). The secondgroupis on status
information usedto implementheredirectionschemeThis
caneitherbetheWebsenerloadinformationand/orthedo-
main load information. Thethird groupis on carryingout
the redirectionpolicy. This includesthe redirectionsener
selectiorfor receving theredirectedequestsandtheenti-
tiesthatareredirectedvhich canbeanentiredomainand/or
someindividual clientswithin a domain. The detailsof the

variousalternatveswill beexplainedin latersections.

We classify the different redirectionapproachedased
ontheactiationtriggermechanisnandactivationdecision
processHerewe assumeéhatthe synchronougor periodic)
activation is always combinedwith a centralizeddecision
by the DNS, while an asynchronousctivation comesal-
waystogethemwith adistributeddecisionby ary of theWeb
seners. Oncea redirectiondecisionhasbeenmade,the
redirectionprocesss alwayscarriedoutby theWebseners.
Hence,we can group the alternatve approachesnto two
main classescentralized synchronous redirection (in brief,
synchronougredirection), where the decisionaboutredi-
rectionis taken periodically at the DNS; distributed asyn-
chronous redirection (in brief, asynchronousedirection),
wherethe redirectiondecisionprocesscanbe activatedby
ary Websenerthatis critically loaded.

We describevarious algorithmswith synchronousand
asynchronousactivation of the redirectionscheme. The
classificatiortakesinto accountthe otherfactorspresented
in Tablel. Finally, we commenton the statusinformation.
In this paper the sener load informationis the utilization
over a shortinterval, while the domainload informationis
measuredisa domain hit rate, i.e., the numberof hits per
secondeachingthe Web-serer clusterfrom adomain.

3. Synchronousredirection policies

Thesynchronousedirectionalgorithmshave thefollow-
ing commonfeatures. The decisionis centralizedat the
DNS. Every t secondsachWeb sener sendssomestatus
information (sener and/ordomainload) to the DNS. The
DNS gatherdnformationfrom all thesenersandbuildsthe
socalledAssignment Table, whereit specifiedor eachcon-
necteddomainthe assigned/\Veb sener. The DNS senes
theaddressesolutionrequestdy usingthistable.

Theredirectedentitiescanbe entiredomaingDR), indi-
vidual clients(CR) or both(CDR). AstheHTTPredirection
mechanisnmworks on an individual basis,domain redirec-
tion meansthat all clients of the samedomainare subject
to the sameredirectiondecision® In DR andCDR policies,
the DNS broadcastshe AssignmentTable to all the Web
seners. For eachclient requestthe Web sener checksthe
currentAssignmentTableto verify if it hasto sene or to
redirecttherequestgomingfrom thatdomain.

1Redirectionis doneby indicating, on the headerof a responsdrom
a sener, the IP-addres®of the new sener andthe code 301 (i.e., Sener
Moved Permanently]9]. The IP-addresgacheof the clientthatreceves
this responses automaticallymodified, henceall subsequentequestf
the sessiorfrom this client will go to the newly assignedsener. On the
otherhand,the otherclients of the samedomainare not affectedby this
redirectionreply, becaus¢he IP-addresgacheof the domaingatevay has
not beenmodified. Hence whenanentiredomainis redirectedthe HTTP
redirectionmechanismwould needto redirectevery client requestirom
thatdomain.



| Parameter | Alternatives |
Activation trigger (when) Synchronous Asynchronous
(periodic) (on server request)
Activation decision (where) Centralized Distributed
(DNS-dispatcher) (W\\eb servers)
Statusinformation Senerload Alarm Domainload

(server utilization)

(domain hit rate)

Server selection (how) AssignmenfTable

AssignmenfTableand
Sener Percentagéist

AvailableSener List

Redirected entities (what) Domains(DR)

Clients(CR) ClientsandDomains(CDR)

Table 1. Alternative design choices for redirection schemes.

3.1. Domain redirection

We now considerthe casewherethe redirectionentity
is the entire domain. Here we assumea systemin which
every Web sener periodically transmitssomestatusinfor-
mationto the centralized DNS) dispatcher Thefirst inter-
estingissueto examineis the implication of differentsta-
tusinformationonthealgorithmsthatbuild the Assignment
Table. We analyzedvariousschemeshatusedjust request
load from eachdomain,just sener load, or both informa-
tion. Spacelimits do not allow us to describethe details
of the carried out analysis. The main conclusionis that
ary schemehatbuilds the AssignmenfTableusingthe do-
mainor senerloadinformationaloneperformsmuchmore
poorly thanschemeghat useboth sourcesof information.
Hence,in this paperwe will focuson domainand sener
loadinformationbasedalgorithms.

Thebestdomainredirection(DR) schemeworks asfol-
lows. As first step,the DNS estimateghe domainhit rate
for eachconnecteddlomain,andon this basisit ordersthe
domainsfrom the mostto theleastpopular Then,through
somesener load information, the DNS ordersthe seners
from theleastto themostloaded.In thethird step,the DNS
builds the AssignmenfTablethroughthedomainhit ratein-
formation. It determineshe potentialloadassignedo each
sener througha bin, that containsthe sumof the hit rates
of the domainsassignedo that sener by the Assignment
Tableunderconstruction.The sener bin is updatedbased
on the domainload after eachassignmentThe assignment
policy aims at equalizingthe bin levels througha greedy
approachln thefirst phasethe mostpopulardomainis as-
signedto theleastloadedsenerandsoon until eachsener
getsonedomain.Theotherdomainsareassignedy select-
ing eachtime the sener with thelowestbin level.

3.2. Client redirection

When the DNS decides(re)assignmentsf entire do-
mainsto seners, it is almostimpossibleto get a perfect
balancing becausehe domainhit ratespresentigh skews
especiallyfor the hottestdomains.A finer grainredirection

could be achiezed by working on individual clientsinstead
of entiredomains.Theclassof client redirection algorithms
builds the AssignmenfTablefollowing the samemethodof

theDR schemeThistableis now usedonly in thefirstlevel

assignmentarriedout by the DNS whenit recevesanad-
dressresolutionrequests.

The redirectionor secondlevel assignmentarried out
by the Web senersis insteadbasedon the so called Server
Percentage List to indicatethe percentagef clientrequests
that needto be redirected.This is built by the DNSin the
following way. The DNS first estimateshe averagebin
level acrossall seners. In the Sener Percentage.ist, the
senerswith bin level below the averageor within an ac-
ceptablerangewill have a sener percentagsetto 0%. For
theotherseners,the DNS evaluateghepercentagef addi-
tionalloadexceedinghe averageasits sener percentagéo
be reassignedFor example,let us supposehat the sener
WS, hasa bin level whichis 30% higherthanthe average.
WS, is assignedvith a sener percentag@equalto 30%in
the Sener Percentageéist.

Once obtainedthe Sener Percentagelist, the DNS
broadcast# to eachsener. Thislist is usedfor implement-
ing thefollowing probabilisticredirectionrmechanisnbased
on individual clients. The Web senersthat have a sener
percentagequalto 0% do notreassigrary requestA Web
sener with a percentagéiigherthan 0% at eachpagere-
guestgenerates randomnumberp uniformly distributed
betweerD and1. If it comeshigherthanits sener percent-
age(consideringasexampleWs,, if p > 0.3), the sener
will returntherequiredinformation. Otherwisejt redirects
therequestzomingfrom thatclientto anothersener.

We considerthree possibilities for the choice of the
sener that hasto receve theseredirectedrequests. In
CR_RR policy, client requestsare reassignedn a cyclic
wayto all senerswith percentagequalto 0%in the Sener
Percentage.ist. In CR_PRR policy, client redirectionis
donein a probabilisticround-robin(PRR) way, wherethe
probability is basedon the available sener capacityusing
the latestsener load information. This informationcanbe
easilybroadcastetly the DNStogethemwith theSenerPer
centage_ist. Justfor comparisorpurposewe considerthe



simpleschemehatreassignsheclientrequestso thesener
which is indicatedasthe the leastloaded(LL) by the last
DNS broadcastThisis referredto asCR_LL.

3.3. Domain and client redirection

If theredirectionof entiredomainsis atoo coarsenter-
ventionon the load distribution, and the redirectionof in-
dividual clientscould not work for the oppositereasonthe
third alternatve is to combinebothmethods A mechanism
that redirectsdomainsandindividual clients requiresboth
the AssignmenflableandSener Percentageist. Now the
AssignmenfTableis usednot only by the DNS for thefirst
level assignmenbut also by the Web senersfor the sec-
ond level (re)assignmentFor this reasonthe DNS hasto
periodicallybroadcasboth of themto the Webseners.

At thearrival of aclientrequesteachwebsener checks
the currentAssignmentTableto verify if it hasto senethe
requestomingfrom thatdomain. If not, the sener redi-
rectstherequestsaccordingto the AssignmentTable. Oth-
erwiseit checkgheSenerPercentageist. If its percentage
is equalto 0%, the sener returnsthe requiredinformation.
Otherwisejt implementsneof theredirectiormechanisms
presentedh theprevioussection,.e., CDR.RR,CDR_PRR
or CDRLLL.

3.4. Alarm messages

Any of thepreviously presentegynchronousilgorithms
canbe combinedwith afeedbaclalarmmechanismWhen
a sener finds that it is becomingoverloaded,t sendsan
alarmmessagéao the DNS. The DNS excludesthis sener
from further assignmentsn the AssignmentTable until it
recevesanothemessagdérom the samesener thatsignals
thereturnto a normalload status. The algorithmsthat use
thisalarmmessagenechanisnaredenotedyy the sameab-
breviation nameplusthe keyword ‘alarm’.

4. Asynchronous redirection schemes

The feedbackalarmmechanisnoutlinedin Section3.4
canbe usedto activatethe redirectionprocesstself. This
would lead to a new class of distributed reassignment
schemeshatareasynchronouslactivatedon a Web sener
request.No AssignmenfTable needsto be generatedThe
Web clusterremainsa typical DNS-dispatchebasedsys-
tem wherethe DNS carriesout the first level assignment
througha RR or RR2 scheme[5] wheretwo independent
round-robinschedulesare maintainedn RR2: onefor the
heaily loadeddomainsandtheotherfor theremainingdo-
mains. This DNS assignmenprocesss integratedwith a
secondlevel (re)assignmentechanisntriggeredby ary
overloadedsener.

The DNS now maintainsthe so called Available Server
List whichis thelist of senersthatarenotoverloadedatthat
moment. This list is transmittedn reply to a sener alarm
messagehatthe sener sendsto the DNS whenits utiliza-
tion hasexceededa givenloadthreshold.Eachoverloaded
sener may redirectits client requestdo ary sener on the
AvailableSener List throughthe sameHTTP-basegroto-
col usedby the synchronouslgorithms.The selectionof a
senerfrom the AvailableSener List canbe donein differ-
entways.Any simplealgorithmsuchasround-robinor ran-
dom canbe used. The redirectionmechanisntanbe con-
sideredpurely distributedbecausehe DNS hasnow taken
the simplerole of informationcollector/communicator

Theclientredirectionactivatedby heavily loadedseners
canovercomethe so called TTL constraint. In fact, with
IP-addresscaching at intermediatename seners, DNS-
dispatchelosesdirect control on the subsequentlient re-
queststo the assignedsener for the TTL periodfollowing
the URL-nameto IP-addresassignmentSoit takeslonger
for theoverloadedsenerto recoverbecaus¢he DNS policy
canonly stopthe new DNS assignmentso the overloaded
sener. Thereis no meansto remove the alreadymadeas-
signmentsuntil the TTL expires.With redirectiontheover-
utilized sener cangetrid of afractionof the previously as-
signedrequestdeforeTTL expires.

5. Experimental Results
5.1. Simulation model and parameters

We assumethat clients are partitionedamongthe do-
mains basedon a Zipf's distribution, i.e. a distribution
wheretheprobabilityof selectinghei-th domainis propor
tionalto 1/i(!~®). Indeed f oneranksthepopularityof do-
mainsby thefrequeng of their accesseto the Web sener,
thedistribution onthenumberof clientsin eachdomainis a
functionwith a shorthead(correspondindo big providers,
organizationsand companies)anda very long tail [2]. In
mostof the experimentsthe clients are partitionedamong
the domainshasedon a pureZipf’s distribution; in Section
5.4we shav asensitvity analysisto Zipf's parameter

We considermajor componentghatimpactthe perfor
manceof theWeb-serer cluster Thisincludestheinterme-
diate namesenersthat affect operationsand performance
of the DNS dispatchingalgorithmsthroughtheir IP-address
cachingmechanismsWe considemll thedetailsconcerning
aclientsession thatis the entireperiodof accesso the Web
sitefrom asingleuser Eachsessiorconsistof two phases:
the IP-address request phaseduring which the client asks
the DNS for a translationof the Web clusterURL into the
IP-addres®f oneof theWeb senersin thecluster;the Web
page request phasein which various pagesare requested
directly from the Web sener selectedby the DNS. The



IP-addressequestis initially submittedto the local name
sener of the clientdomain,becausét typically cacheghe
URL-nameto IP-addressnappingfor the TTL period. If
the cacheof thelocal namesener hasa valid mappingfor
this URL-name the pagerequests sentdirectly to the Web
sener without goingthroughthe DNS request.Otherwise,
the IP-addressequests submittedto subsequeninterme-
diate nameseners,andonly if the mappingis not cached
in ary of thesenameseners,the requestreachegshe DNS
of the Web-serer cluster The DNS returnsthe IP-address
of oneof thesenersandthe TTL value. Eachnamesener
alongthe pathfrom the DNS to client's domaincacheshis
mappingfor the TTL period.

Thenumberof pagerequestpersessior(with ameanof
12 pages/sessiorgndthe time betweentwo pagerequests
from the sameclient (with a meanof 25 secondskhre as-
sumedto be exponentiallydistributed[2]. SinceanHTML
pageis typically composedf a collectionof objects,each
of themrequiresanaccesgo the sener (hit). The number
of hits perpageareobtainedfrom a uniform distribution in
the discreteinterval (5—15)[7]. The hit servicetime and
the inter-arrival time of hit requestdo the senersare as-
sumedto be exponentiallydistributed. In the experiments,
the clusteraverageutilization is alwayskeptto 2/3 of the
whole capacityin all experimentsThis valueis obtainedas
aratiobetweersystenload,i.e.,thetotalnumberof hitsper
secondarriving to the Web cluster andthe clustercapacity
i.e.,thesumof the senercapacitieglenotedn hits persec-
ond. Therearein average2500 clientsdistributed among
50 connecteddomains.All DNS policiesusea TTL value
setto 300 seconds.The Web clusteris assumedo consist
of 7 senerswith atotal capacityto handle1500hits/sec.

Themaingoalof this studyis to investigateheimpactof
theredirectionalgorithmsonavoidingthatsomeWebsener
becomewoverloaded Thereforewe definethe cluster max-
imum utilization at a giveninstantasthe highestsener uti-
lization at thatinstantamongall Web seners. Specifically
themajorperformanceriterionis the cumulative frequency
of the clustermaximumutilization, i.e., the probability (or
fractionof time) thatthe clustermaximumutilizationis be-
low a certainvalue. By focusingon the highestutilization
amongall Web seners, we can deducewhetherthe Web
clusteris overloadedr not.

In somefiguresshawving sensitvity to othersystempa-
rameterswe usethe probability that no sener of the Web
clusteris overloadedasthe performancemetric. This can
be the 95 percentileof the clustermaximumutilization (or
not exceeding95% utilization, respectiely). The simula-
tors, basedon the IndependenReplicationMethod, were
implementedusing the CSIM package. Eachvalueis the
resultof five or more simulationrunswith differentseeds,
whereeachrunis for six hoursof theWeb-serersystemac-
tivity. For all simulationresults,confidenceantervals were

estimatecandthe 95%confidencenterval wasestimatedo
bewithin 5% of themean.

5.2. Synchronous redirection performance

In synchronousedirectionschemesthe DNS hasto col-
lect somestatusnformationto build the AssignmeniTable.
Everyt secondeachWeb sener communicatesenerand
domainloadinformationto the DNS thatrepliesthrougha
broadcasbf the AssignmentTable. This interval ¢ is re-
ferredto as Assignment Table update interval andis setto
60 secondsn thefirst setof experiments.

Wefoundthatarny schemehatbuildstheAssignmenta-
ble usingthedomainor senerloadinformationaloneshavs
very poor performance.For mostof them, the probability
that no sener is overloadedis aroundor belov 0.2. This
resultis closeto theRandom algorithmthatprovidesaran-
dom assignmenbf the domainsto the senersin thetable.
On the otherhand,building the AssignmenfTablethrough
a combinationof domainandsener informationimproves
the performancesubstantially Figure 1 shows thatthe do-
main redirectionscheme(DR) hasa probability of 0.9 of
not causingary Web senerto exceed95% utilization.

The next questionto be investigateds to determinethe
bestredirectiongranularity A granularity of redirection
finer than DR is achieved by client redirection schemes
(CR), and client and domainredirectionschemegCDR),
thatreassignndividual clientsandbothentiredomainsand
individual clients, respectiely. Figure 1 summarizeghe
performanceof CR and CDR schemeswhere the Web
senerscanuseroundrobin (RR) or leastioadedsener (LL)
algorithmsto selecthesenerto whichredirectingtheclient
requestsThelLL algorithmdoesnotperformwell asit fails
to spreadthe load amongmultiple seners. In not shavn
experimentswe found that thereis no appreciablediffer-
encebetweerRR andprobabilisticRR (PRR)schemesAs
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2 0.4+
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0.2
o] U #T \p
0.5 0.6 0.7 0.8 0.9

Cluster Maximum Utilization

Figure 1. Comparison of best performing syn-
chronous schemes.
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Figure 2. Sensitivity of DR and CDR to the fre-
guency of Assignment Table updating.

PRRrequiresadditionalinformationwith no performance
improvement,we use CR.RR and CDR.RR as the basic
client redirection,and client and domainredirectionalgo-
rithm, respectrely. Henceforthwe will focusonthe CDR
scheméecauséigurel shovsthatclientredirectioncom-
binedwith domainredirectionis betterthanclient redirec-
tion alone and improves substantiallythe performanceof
thedomainredirection(DR) scheme.

We now considerhow it is possibleto minimize the
overheadsof the synchronousschemes,.e. to reduce
DNS-seners communicationsand client requestreassign-
ments. Indeed,if the periodof activationis short,the syn-
chronousredirectionalgorithmscan causehigh computa-
tion andcommunicatioroverheadsiueto gatheringstatus
information,building the AssignmentTableandbroadcast-
ing it to the seners. Hencethe main goalis to reducethe
frequeng of updatingthe AssignmentTable. Actually, we
foundthatfor the CR schemehe bestupdatinginterval is
avaluecloseto the TTL choserby the DNS (in this paper
typically setto 300seconds)As thisinterval is sufficiently
high to limit communicatioroverheadsindthe percentage
of requestgedirectedby CR is only about4-5%, the opti-
mizationanalysids focusedon DR andCDR schemes.

In Figure2 we compareghesensitvity to the Assignment
Tableupdateinterval usingthe probability thatno sener of
theclusteris overloadedexceedingd5% utilization) asthe
performancemetric. We considerthe bestDR and CDR
schemeandtheir combinationwith the feedbackalarmat
DNS (asdiscussedn Section3.4). The alarmthresholdis
setto 0.85. Eventhoughtheexclusionof overloadedseners
from the AssignmentTable (DR_alarm scheme)mproves
the resultsof the basicDR algorithm,the performancebe-
comesvery poor asthe updateinterval increases.On the
other hand, the CDR schemeswith or without alarm are
quite insensitve to the AssignmentTable updateinterval.
This stability is very importantbecausen increaseof the
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Figure 3. Sensitivity of CDR to the frequency
of the Assignment Table updating.

updateinterval allows a reductionof notonly the computa-
tion/communicatioroverheadbut alsothe numberof reas-
signedrequestsSowe canlimit thepercentagef userghat
perceve anincreasdn theresponseime without affecting
the performancdor the CDR scheme.

For the CDR scheme,Figure 3 shows that increasing
from a 60 secondgo a 300 secondsipdateinterval causes
only avery limited performancealegradation(the probabil-
ity that no sener is overloadeddropsslightly from 0.99
to 0.96), but a substantiateductionof reassignedequests
(from 0.38t0 0.12).

5.3. Asynchronousredirection performance

In asynchronoueedirectionschemesheDNS hasto col-
lect alarmmessagefrom heavily loadedseners. The uti-
lization thresholdthat triggersthe alarm messageés setto
0.75. In the shown results,eachsener evaluatesf its uti-
lization hasexceededhealarmthresholdevery 16 seconds,
referredto asthe check-load interval.

An asynchronouslientredirectionalgorithm(ACR) can
bedescribedy specifyingthefirstlevel assignmenscheme
carriedout by the DNS andthesecondevel (re)assignment
algorithmexecutedby the Web seners. However, asthere
is not much differencesamongthe performanceof differ-
ent sener selectionpolicies (RR or PRR) for redirecting
requestsin this sectionwe distinguishthe ACR algorithms
on the basisof the DNS assignment scheme. In particulay
we considerround-robinlACR_RR), round-robincombined
with alarmfrom heaily loadedseners (ACR.RR alarm),
and two-tier round-robinwith alarm (ACR.RR2.alarm).
Thesealarmmessageexcludethe overloadedsenerseven
from the DNS assignments.(For additionaldetailsabout
theseDNS policies,thereadercanreferto [5].)

In Figure 4 we comparethe performanceof theseACR
schemeswith that of RR and RR2 with alarm wherethe
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Figure 5. Sensitivity of asynchronous

schemes to the check-load interval.

DNS first level assignments not integratedwith a second
level senerreassignmentTheimprovementin favor of ary

ACR algorithmis considerable.The client redirectioncan
overcomethe dravbackscausedy the IP-addresgaching
mechanismsEven statelesschemessuchasRR thatwas
shawn to performvery poorly underskewed workload on

clientdistributions,whencombinedwith aclientredirection
mechanism(e.g., ACR.RR) have performancebetterthan
statefulschemege.g.,RR2with alarm[5]).

However, Figure5 shaws thatall asynchronousedirec-
tion schemesre very sensitve to the length of the check-
load interval. Althoughtheresultsdeteriorateasthe check-
loadinterval increasesit is reasonabléo useshortperiods
suchas16 seconddecausehe sener load evaluationdoes
notnecessarymply anactivationof theredirectionmecha-
nism. Furthermorejt doesnotincur communicatiorover
head.Thisis in contrasto shorteninghe Assignmenfrable
updateinterval in thesynchronousedirectioncase.

5.4. Sensitivity analysis

We now comparethe bestcentralizedsynchronou<DR
algorithmwith the bestdistributed asynchronou#\CR al-
gorithm for various systemscenarios. The performance
comparisonis carriedout on the two mostcritical param-
eters:sensitvity to systemutilizations(Figure6) andsensi-
tivity to client distributionsamongthe domains(Figure 7).
Changingothersystemparametersuchasaveragenumber
of requestspserthink time or userclient sessiortime did
not shov noticeabledifferencesamongthe redirectionap-
proacheshencaeit is not presentedhere.Figure6 compares
the performanceof a systemwherethe utilization varies
from 0.5t0 0.75. The CDR algorithmshaws betterresults
thantheasynchronouéCR approach.
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Figure 6. Sensitivity to system utilization.

Analogousconclusioncan be done whenwe vary the
distribution of the clients amongtheir domains. Figure 7
shaws the probabilitythatno sener hasa utilization higher
than0.9asafunctionof the Zipf parametefthex-axisgoes
from a pure Zipf distribution to the uniform distribution).
Actually, we haveto changeheperformancenetric(0.9in-
steadof theusual0.95adoptedn this paper)to shov some
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Figure 7. Sensitivity to client distribution.



differencebetweenCDR and ACR, becauséoth perform
well. Therobustnessvith respecto theclientdistributionis
importantbecausén thereal WWW ervironmenttheclient
scenariogendto changefrequently Anotherconfirmation
thatbothCDR andACR performwell is givenby otherex-
perimentalmeasureshawving that the percentagesf redi-
rectedrequestarebelow 0.2 for bothapproaches.

6. Related Work

Variousrequestedirectiontechniquehave alreadybeen
proposedfor distributed Web-serer clusters. Both the
Cisco DistributedDirector (CiscoDD) [4] and the Dis-
tributed Sener Groups (DSG) dispatcher[10] are based
on atotally centralizedapproach.All therequestseaches
the dispatcherthat usesthe HTTP redirectionmechanism
to redirectthe requestgo the mostappropriatéNeb sener.
Thedispatchef DSG selectghe leastloadedsener[10],
while that of CiscoDD usessomenetwork metric to esti-
matethe sener with the closestproximity to the client that
hasoriginatesa request4]. Both DSG and CiscoDD use
redirectionasthe only meando dispatchrequestsThereis
notanotherdispatchingevel asin our proposals.

Closerto our algorithmsthatusea two-level dispatching
(DNS plus redirection)arethe SWEB [1] and Distributed
Packet Rewriting (DPR) [3] systems.In SWEB, client re-
guestsare initially assignedrom the DNS in the round-
robin manner Then, eachsener may reassigna receved
requesto ary othersener of the clusterthroughthe HTTP
protocol. The decisionto sere or to redirecta requestis
basedon the criteriato minimize the responseime, which
is evaluatedthroughthe sener processingcapability and
Internetbandwidth/delay DPR usessimpler decisioncri-
teriasuchasa hashfunctionappliedto theclient pacletad-
dressortheleastioadedsener. Unlikeall otherapproaches,
DPRdoesnotusetheHTTP protocolbut a packet rewriting
mechanisnio rerouteclientrequests.

7. Conclusions

Replicationof informationamongmultiple Web seners
is necessaryo supporthigh requestratesto popularWeb
sites. In this paper we have studiedWeb clusterarchitec-
turesin which the DNS dispatcherfunction is integrated
with someredirectionmechanisntarriedoutby theseners.
We have comparedvarious alternatve mechanismawith
synchronou®r asynchronousactivation,andcentralizedor
distributeddecisiononredirection.

Our performanceresults demonstratethat the DNS
schedulingpoliciesintegratedwith someredirectionmech-
anismsareeffective, evenin the presencef highly skewed
load. The experimentsindicatethat the mostuseful status

informationto decideaboutreassignmeris a combination
of domainload andsener load. Moreover, the redirection
of individual client connectionss necessaryo balancing
the load betterthandomainreassignmenalone. However,
therearesignificantdifferencesetweerasynchronousnd
synchronouschemes.Individual client redirectionis suf-
ficientto achieve acceptablg@erformancdor asynchronous
schemeswhereadt workslesswell for synchronouslgo-
rithmsunlesst is combinedwith domainredirection.
Thecentralizedsynchronouslgorithmgivesthe bestre-
sultsfor awide setof systemparameterstHowever, theper
formancedifferencewith distributedasynchronougpolicies
is not appreciablaunlessthe Web-serer clusteris subject
to very heary load. Moreover, theintra-clustecommunica-
tion overheadbf synchronousilgorithmsis typically higher
thanthatintroducedby asynchronoupolicies.
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